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ABOUT THE
UNESCO,
GLOBAL
MEDIA
DEFENCE
FUND
All around the globe, journalists suffer countless attacks on their lives, their dignity and the integrity of their work. The ability of
journalists to report the news and bring verified information to the public is being hampered by a wide range of attacks and violations,
including threats, harassment, economic pressures, abusive judicial prosecutions (e.g., SLAPPs), arbitrary detentions, and a lack of
access to specialized and gender-sensitive legal assistance. The Global Media Defense Fund is a UNESCO Multi-Partner Trust Fund
established within the framework of the Global Campaign for Media Freedom and under the overall umbrella of the UN Plan of Action
on the Safety of Journalists and the Issue of Impunity, triggered by the initial donations of the United Kingdom and Canada.
Administered by UNESCO, the Fund is a responsive and effective mechanism to support not-for-profit organizations working on the
ground at the local, regional, and international level in the undertaking or upscaling of projects that bolster journalists’ legal protection
and/or enhance media freedom through investigative journalism or strategic litigation.
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The Global Media Defense
Fund operates through four
key approaches or Outputs:

●

Output 1: Fostering international legal cooperation, as well as the sharing and implementation of good
practices to promote the defense of journalists under attack;

●

Output 2: Reinforcing the operationalization of national protection mechanisms and peer
support networks, to ensure journalists’ rapid access to legal assistance, bolster their
defense and enhance their safety, taking into account the gendered nature of the threats
they face;

●

Output 3: Supporting investigative journalism that contributes to reduced impunity for crimes against
journalists, and enhancing the safety of those conducting this line of work

●

Output 4: Enhancing structures for fostering strategic litigation in order to protect environments where the legal
frameworks are conducive to an independent, free, and pluralistic media ecosystem.

The GMDF complements and synergizes with projects implemented under UNESCO’s regular program and other extra-budgetary
modalities supporting the Organization’s work on safety of journalists and the issue of impunity- including UNESCO’s initiative to support
the role of security forces and the judiciary in protecting and ensuring an environment conducive to Freedom of Expression Safety of
Journalists and the International for the Development of Communication (IPDC).
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2-THE MAY CHIDIAC
FOUNDATION- MEDIA
INSTITUTE; AN
OVERVIEW

Connected Minds” and “Women on the Front Lines,”
which have benefited thousands of attendees, hosted
speakers from all over the world, and impacted domestic
and international policy planning.

Keep
On

The
Truth

The May Chidiac Foundation was established in 2009
as a non-profit organization dedicated to research,
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Telling

development, and education on issues of democracy,

The

Foundation stands out in its ability to harness ideas

free speech, policy, youth empowerment, human

into practical and actionable initiatives. The May Chidiac Foundation

rights, and social welfare. Through its affiliated

– Media Institute has worked on various projects with the US

Media Institute, MCF-MI has succeeded in bridging

Embassy, UNESCO, UN Women, FNF, FES, and the embassy of the

the gap between industry and academia, equipping

Netherlands to provide impactful solutions to the issues discussed in

thousands of trainees with the necessary skills to

our annual events. MCF-MI’s projects with the U.S. Embassy have

adapt to the growing demands of the job market and

been on the following topics: New Media Training (2015), social

the fourth industrial revolution. In the past decade,

media for Peacebuilding (2013), Women on The Front Lines (2015),

the May Chidiac Foundation-Media Institute has had

Women on the Front Lines Jordan (2016). MCF-MI has a fully

a tremendous track record in sharing ideas and

equipped studio, a broad network of local, regional, and international

harnessing best practices in numerous sectors, not

experts and leaders, and a decade’s worth of experience in knowledge

only through MCF-MI’s past training programs, but

production making it an excellent candidate to provide policy

also through its yearly conferences entitled “Free

recommendations on Lebanon’s most pressing problems.

3- IMPUNITY AGAINST JOURNALISTS & ALLEGED
UNLAWFUL DETENTION AROUND THE WORLD
●

According to RSF 2020 Freedom of Expression Index, in 2019, at least 49 journalists were killed while 389 were
captured, making this era known for being one of the worst in history for journalists all over the world. Offenders
are rarely brought to justice. Forced disappearances, arbitrary detentions, and kidnappings, being held as hostages,
ill- treatments and other terrorizations are forcing journalists around the world to give up their work in the midst of
the absence of effective safety training. Also, the coronavirus pandemic is amplifying the numerous obstacles
trapping the right to freedom of expression and access to reliable and independent information with the outbreak
ofCOVID-19, media freedom was suppressed in numerous countries. China and Iran censored their coronavirus
outbreaks. In Iraq authorities stripped Reuters of its license for three months after it published a story questioning
official coronavirus figures.

●

The right of journalists to execute their work within a safe environment, without going through harassments,
attacks and even being killed is a topic of supreme importance.

●
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In this context, this guide aims to defend the right of journalists to report the news without fear and promote the
right of journalists as well as individuals to freedom of expression.

●

Lebanon is no stranger to policies and laws that target journalists and activists for their right to express themselves
freely online and offline. It is even more troubling due to the presence of tribal affiliations and militant non-state
actors.

●

In fact, Reporters without borders has ranked Lebanon 102 out of 180 countries in its press freedom index, which is
a troubling statistic given that Lebanon is considered a democratic country with more civil liberties than its
regionalneighbors. Also, all countries in the region are still downward in the path of freedom of expression
according to RSF.

●

Current laws are weak and only partially protect citizens, while not protecting online user privacy at all, as the
courts use the penal codes to address cases on alleged cybercrime.

4- HUMAN RIGHTS & FREEDOM OF EXPRESSIONS
FOR JOURNALISTS
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.

Freedom of expression is a universal human right. In their day-to-day work, journalists
are simply exercising every citizen’s right to free speech. The protection of journalists
and human rights defenders, and ending impunity for attacks against impunity for attacks
against them, is a global priority for safeguarding freedom of expression.
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Article 19 of the International Covenant on Civil and Political Rights
1. Everyone shall have the right to hold opinions without interference.
2. Everyone shall have the right to freedom of expression; this right shall include freedom to seek, receive and impart
information and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in the form of art, or
through any other media of his choice.
3. The exercise of the rights provided for in paragraph 2 of this article carries with it special duties and responsibilities.
It may therefore be subject to certain restrictions, but these shall only be such as are provided by law and are necessary:
(a) For respect of the rights or reputations of others
(b) For the protection of national security, or of public order (ordre public), or of public health or morals.
Article 9 of the Declaration of Human Rights states that: “No one shall be subjected to arbitrary arrest, detention or exile”.
Article 19 of the Universal Declaration of Human Rights states that: “Everyone has the right to freedom of opinion and
expression; this right includes freedom to hold opinions without interference and to seek, receive and impart information and
ideas through any media and regardless of frontiers.”
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The exercise of the rights provided in the previous paragraph of this article carries with it special duties and responsibilities. It may
therefore be subject to certain restrictions, but these shall only be such as are provided by law and are necessary:
(a) For respect of the rights or reputations of others
(b) For the protection of national security or of public order (order public), or of public health or morals.
The right of journalists to execute their work within a safe environment, without going through harassments, attacks and even being killed
is a topic of supreme importance.
In this context, The UNESCO Global Media Defence Fund, in collaboration with the “May Chidiac Foundation-Media Institute”,
launched in March 2021 a project under the title:

BREAKING JOURNALISM BARRIERS AND STRENGTHENING
PROTECTION INFORMATION AND TOOLS FOR JOURNALISTS
AGAINST IMPUNITY AND ALLEGED UNLAWFUL DETENTION IN LEBANON
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One of the immediate outcomes of this project, is to create a free innovative guide, with the help of lawyers and legal entities, on where to
go/what to do, who to contact when detained or defenseless in the Face legal trouble, in order to enhance an environment for freedom of
expression, to protect and apprise journalists, media professionals and activists about their right to work in a safe environment and provide
them with tools and knowledge for self-regulation and self-protection on digital and traditional media platforms. The guide will also
include, the output of the workshops conducted throughout the project about the following: Lebanese Media Law, censorship, legal
concepts needed for risk- assessment, security assessment for protests, investigative reporting, legal issues pertaining detention,
whistleblowing concepts, methods in circumventing danger as well as providing sources, information and safety measures against
government or non-state actor intimidation.

5- THE LEBANESE
MEDIA LAW
CHALLENGES &
OPPORTUNITIES
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Lebanon is no stranger to policies and laws that target journalists and activists for their right to express themselves freely online and offline.
It is even more troubling due to the presence of tribal affiliations and militant non-state actors. In fact, Reporters without borders has ranked
Lebanon 102 out of 180 countries in its press freedom index, which is a troubling statistic given that Lebanon is considered a democratic
country with more civil liberties than its regional neighbors. Also, all countries in the region are still downward in the path of freedom of
expression according to RSF.
According to Majzoub, A. (2021), the free speech situation in Lebanon, as well as the impact on media freedoms, has deteriorated so much
in the last couple of years that Human Rights Watch and 13 other Lebanese and international organizations created a new coalition to
jointly tackle the authorities’ attempts to increase repression.
Since the assassination in 1966 of Kamel Mroue, publisher of “Daily Star” newspaper to the assassination of Lokman Slim also a publisher
and political activist in February 2021, Lebanon witnessed many journalists’ assassinations. In June 2005, a car bomb killed Samir Kassir,
an outspoken journalist and opposition figure. May Chidiac, a Lebanese veteran TV anchor and political talk show host, was rescued but
seriously injured, when a bomb exploded in her car. Significant human rights issues in Lebanon include besides assassinations, allegations
of torture by security forces, arbitrary arrest or detention, serious political interference with the judiciary, threats of violence, unjustified
arrests and prosecutions against journalists.

Lebanese Media law
Attorney Grace Tamer stated in her workshops which were part of the project being conducted in partnership between
the MCF-MI, (May Chidiac Foundation-Media Institute) and the UNESCO-Global Media Defence Fund, that Lebanese
media are formally organized under the “1962 Press Law” and the “1994 Audio-visual Law”. The 1962 law was
officially enacted in order to “protect the press from random abusive interventions” and to shield the state and its citizens
from biased campaigns in the press. As for the 1994 Audio-visual Law, it ended the state’s theoretical monopoly over electronic
broadcasting that took place during the Lebanese war (1975-1990), and made Lebanon the first country in the Middle East to establish
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a regulatory system that allowed private radio and television broadcasting to be both produced and distributed within its borders.
Lebanese journalists complain that media laws are chaotic, contradictory, and ambiguously worded. Provisions concerning the media,
which justify government prosecution of journalists, can be found in the Penal Code, the Publications Law, the 1994 Audiovisual Media
Law, Elections Law, the Press Law and the Military Justice Code creating a logistical nightmare of overlapping jurisdictions. The
Audiovisual Media Law prohibits broadcasting of “unauthorized political or religious gatherings”, and bans “commentary seeking to affect
directly or indirectly the well-being of the nation’s economy and finances, material that is propagandistic, or promotes a relationship with
Israel.”
Ralph Tannous, Attorney of William, Joe Noun’s brother, (One of August 4th, 2020, Beirut port blast’s
victims), declared in an interview conducted by MCF-MI: “In a normal situation and by law, the
publications court is responsible to deal with all journalistic content and lawsuits, even when it is
considered a criminal offense, that’s why the general prosecution office with its three branches:
Cassation, military and appeal, considers itself competent to deal with all related lawsuits”.
Although the Publications Law provides that the press shall be free, it places restrictions on the
freedom of the press and sets significant prison sentences and fines for violating these restrictions. Article 12 of the law prohibits publishing
anything that is “contrary to morality and public morals,” punishable by a fine. Tannous added: “Insults, slander and libel are considered a
Penal crime and are under the Penal Code, article 575. Article 383 criminalizes insulting or threatening a public employee while they are
doing their job, other laws, ban speech deemed insulting to religion or speech that incites sectarianism, some of them are handled by the
civil judge, based on tort liability in article 122, Obligations and Contracts, the main reason for all responsibilities, objective rule in civic
life, thus, they circumvent the law and evade filing a lawsuit before the Publications court supporting journalists. On the other hand, the
publications court takes a lot of time, rules a compensation and not a prison sentence”, believing that journalists have the right for freedom
of speech.
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The Lebanese parliament began discussing a proposal to amend the outdated Publications Law submitted by former parliamentarian
Ghassan Moukheiber, and Maharat Foundation, a Beirut-based NGO specializing in media and free speech issues, in 2010. The proposal
was still being debated as of September 2019, but parliamentarians have promised to make efforts to pass the law by the end of 2019.
Although the proposed law prohibits pretrial detention for all publishing crimes, including those on social media, the proposed law does not
remove prison sentences for defamation and in some instances increases the prison penalties and multiplies the fines.
The internet in Lebanon is governed with pre-existing legislation, which is often outdated and is never tailored to meet the digital rights and
needs of Internet users, and there is no organized censorship of the media in Lebanon as well. In Lebanon the digital world and the new
media are expanding, digital rights infrastructure is a must in order to protect the freedom of online expression for both digital journalists
and citizens.

The absence of a regulatory framework for online speech has led to confusion over whether online forums should be considered
publications and therefore subject to the Publications Law, or whether they are excluded from the definition of a publication under the law
and as such subject to the Penal Code and under the jurisdiction of the criminal courts.
Digital rights are loosely defined as the right to access, use, create and share digital content free from restrictions posed by censorship,
surveillance and laws silencing dissent. While digital rights most immediately impact the digital or online world, digital rights have offline
consequences as well. What are the consequences of our personal data being aggregated and used by companies to personalize online
advertising and given to governments to form profiles of us? What happens if someone is targeted – and arrested – for what they say
online?
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“Digital rights are where human rights intersect with technology,” Any online “post” or “share” can be considered defamatory and can be
transferred to the Internal Security Forces (ISF) of Lebanon. The ISF refers the case to the Anti-Cybercrime and Intellectual Property
Rights Bureau, where, at the discretion of a judge, the accused can be summoned to the Bureau for an interrogation and in some cases
detained as a cybercriminal and tried in a criminal, not civil, court. This practice is an enormous concern for both digital rights and freedom
of expression advocates. The Cybercrime and Intellectual Property was founded in Lebanon in 2006. It is part of the Internal Security
Forces (ISF) with the aim to manage and monitor the internet contrasting cybercrime. However, while the Cybercrime Bureau is designed
to address online crimes such as identity theft, money laundering and child pornography, and by merit of being the only unit within the ISF
specialized to Internet-related crimes, it also handles online defamation, libel and slander complaints. This means that it has given itself the
authority to summon, detain and interrogate online journalists, bloggers and Internet users accused of defamatory online speech, and, by
nature of the Bureau, treat them as suspected cybercriminals.
The Electronic Transactions and Personal Data Law (e-Transactions Law), Law 81, was adopted on October 10, 2018 and went into effect
in January 2019.
It was intended to regulate online commerce while protecting the data and privacy of businesses and Internet users. Article 126 of the eTransactions Law grants the public prosecution the authority to “temporarily suspend certain electronic services, block websites or freeze
accounts in such websites, for no more than thirty days.” This period may be renewed once through a “justified decision.” The Public
Prosecution’s decisions are not subject to appeal.
The legal system that implicates online journalists and Internet users accused of defamation, libel and slander as cybercriminals needs to be
amended. Following are some legal suggestions:
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1. Update the current Press Law to protect freedom of expression for online journalists and bloggers
2. Remove “libel, slander and defamation” from the Penal Code, making it a civil, rather than a criminal offense, thus removing it from the
jurisdiction of the Anti-Cybercrime and Intellectual Property Rights Bureau.
3. Data collected by Telecommunications companies such as Alfa and MTC Touch should be kept private, only accessible through a
warranted search.

4. Respect and enforce Lebanese Law No. 140, which mandates the right to secrecy of all
wired and wireless communications, and Article 17 of the International Covenant on Civil
and Political Rights (to which Lebanon is a signatory), which reinforces Article 12 of the
Universal Declaration of Human Rights (UDHR), providing that “no one should be subjected
to the arbitrary or unlawful interference with his privacy, family, home, or correspondence,
nor to unlawful attacks on his honor or reputation.
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6- GUIDELINES & TIPS FOR STAYING SAFE
A.

Tips for Staying Safe while Covering Protests
According to CPJ, (Committee to protect journalists), journalists planning to cover projects should:
● Plan all journeys around the country in advance and have a contingency plan in place. Movement around Lebanon can be affected at
short notice due to protesters blocking highways.
● Have cash with you and do not rely on ATMs, because of currency restrictions in Lebanon.
● Charge electrical devices at every opportunity: electricity shortages and rationing have struck over the past few months.
● Bring a well-stocked first aid kit.
● Ensure you have personal protective equipment (PPE) on hand at all times, including a full-face respirator in case of tear gas. A
helmet and bullet proof vest are advisable. Border officials generally allow journalists to bring body armor into Lebanon.
● Engage a local fixer and ensure you have proper accreditation and all necessary permits.
● When covering demonstrations, maintain situational awareness at all times and stay in close proximity to shelter, such as a building
or structure with a roof.
● Avoid dead ended streets.
● Always have an emergency exit route planned and keep to the periphery of the crowd.
● Always use discretion when filming, especially around sensitive state sites and infrastructure.
● Always try to work with a colleague and have a check-in procedure with your base, particularly if reporting from protests.
● Avoid confrontation with security forces and police.
● Ensure all sensitive data and messages are regularly backed up and wiped from your devices, and ensure your digital devices are
secure in advance of travel. CPJ’s digital safety kit has steps and resources to protect you and your team.
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B.

Cases when you can be Detained or at Risk of being Detained

Withholding a journalist’s liberty of movement is one of the major impediments to freedom of expression. Journalists cannot fulfill their
duty of informing, reporting and covering the news if they are not provided with full access to all places where events are unfolding.
Increasingly in recent years, journalists and media professionals in Lebanon faced several cases of arbitrary detention both from official
security services and non-state actors. Whether for intimidation purposes or due to a lack of awareness about legal procedures, members of
the security apparatuses still arrest and question journalists and media professionals because of what they wrote, filmed or published.
Arrests on these grounds are a clear violation of Lebanese constitutional principles and Lebanon’s human rights obligations. Below is a list
of cases when a journalist or activist can be detained or at risk of being detained:

Writing about corruption and misconduct by public officials
During protest
Reporting misconduct by security agencies
Expressing political opinions and discontent on different media platforms (digital and traditional)
Exposing abuse against vulnerable populations
Selective investigations and arrests
Procedural irregularities and legal violations
Aggressive Arrests
Interrogation tactics, abuse and privacy violations
Signing of pledges, removal of defamatory content on social media
Pretrial detention
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(c) Sellingpix

C. How to Seek Help? Who to Contact? What to do when detained or defenseless in the face of legal trouble.

When asked how to seek help and what to do if detained, Attorney Ralph Tannous, answered that: “The Lebanese
Lawnumber 191, Article 47, of the Code of Criminal Procedure amended in October 16, 2020, states”;

. Once you are under arrest, don’t resist and do not deal harshly with public forces, because this might lead
to the possibility of a violent confrontation. The Public Forces have the right to behave in a severe manner,
under the pretext of slandering and quarreling the security forces.
·You have the right to ask to make a call to you lawyer, or a family member in case you don’t know a
lawyer, to inform them of the arrest.
·You have the right to know your location and in which division you are arrested, and communicate it to your lawyer.
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·You have the right not to make any statement except in the presence of your legal representative, especially since the
last amendment to the text of Article 47/ of the amended Code of Criminal Procedure, which allowed the lawyer to
attend the preliminary investigation with the detainee.

·Accordingly, the journalist, the media person, or the activist has the right to uphold their right to have a lawyer present
during the preliminary investigation procedures.

·Note that the pre-trial detention cannot extend for more than /48/ hours, to be extended for one time. After that, the
competent Public Prosecution office must be contacted, so that the matter can be built accordingly.
·You or your lawyer have the right to request the appointment of a forensic doctor for examination, in case you have
been subjected to any assault.
·Don’t sign any legal document or pledge, before the arrival of your lawyer.
·Don’t delete any of your posts, interviews or footage if you got arrested

D. Your Rights as a Journalist
I. Arbitrary Detention
According to Georges Ghali, expert in promoting protection mechanism against arbitrary detention, and during his
workshops which were part of the project being conducted in partnership between the MCF-MI, (May Chidiac
Foundation- Media Institute) and the UNESCO-Global media Defence Fund, there is an abundance of international norms
which guarantee the right to liberty and security of the person and are available to all individuals and not strictly
citizens of state parties.
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Therefore, individuals in criminal detention and administrative detention, such as migrants, refugees and asylum seekers are
also protected if they are on the territory. [i
The most widely referred to instruments are those enshrined in the Universal Declaration of Human Rights (UDHR) (Articles
3, 8, 9 and 10) and the International Covenant on Civil and Political Rights (Articles 2(3), 4, 5, 9, 10(1), and 14 (1)). Regional
standards also codify the scope of protection against arbitrary detention, such as: the Council of Europe, European Union,
Inter-American System, African System, etc.
While an illegal or unlawful arrest or detention is almost always arbitrary, an arrest or detention which is in accordance
with law may nevertheless be arbitrary if it contains “elements of injustice, unpredictability, unreasonableness, capriciousness
and un-proportionality.” [ii] These elements may be measured according to the following procedural safeguards, established in
international law and compiled by the International Commission of Jurists:
●

Inform detainee: Detainees must be promptly informed of the grounds for arrest and
detention (ICCPR article 9(2)) and of their rights and how to avail themselves of those
rights, including safeguards against torture or other ill treatment. Indefinite detention
without charge is prohibited.

●

Inform others: Incommunicado detention is strictly prohibited and detainees must be kept
in a recognized place of detention. “In all circumstances, a relative of the detainee
should be informed of the arrest and place of detention within 18 hours.” Registries of both
detainees and responsible officials must be accessible to those concerned, including
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doctors, lawyers, relatives and friends.

●

Facilitate access to lawyers: A detainee must be given prompt and regular access to legal counsel within
24 hours of arrest.

●

Ensure judicial control: A detainee must be brought promptly before a judge or other competent
authority (ICCPR, art. 9(3)) and has a right to have a court determine the lawfulness of the detention
(ICCPR, art. 9(4)).

●

The habeas corpus writ or similar remedy must not be limited or restricted under any circumstances. Any
delay of judicial scrutiny beyond 48 hours would be hard to justify under international law.

●

Provide human treatment: All persons deprived of their liberty must be treated with humanity and with respect for
the inherent dignity of the human person (ICCPR, art.10) and have access to prompt medical care.

●

Ensure right to fair trial: If charges are brought, the detainee is entitled to a fair trial by a competent, independent
and impartial tribunal established bylaw within reasonable time or release (ICCPR, art. 9(3), art.14). The trial must be
conducted in accordance with international fair trial standards. [iii]
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II.

Whistleblowing
© iQconcept

In his workshops about whistle blowing, which were part of the project being conducted in partnership between the
MCF-MI, (May Chidiac Foundation-Media Institute) and the UNESCO-Global Media Defence Fund, National Legal
Expert, Said Malek said:
Journalists and media figures, as well as any political activist, are subjected to threats and pressures, while practicing their profession, or
while defending their cause. This is due to several reasons. The journalists often confront the people of power and influence, money whales,
and corrupted public figures.
Likewise, activists, in turn, are subjected to pressures and threats, while requesting their rights and issues related to their homeland and
citizenship. Both are exposed to arrest, detention, and deprivation of liberty, imprisonment, and even trials in order to issue verdicts against
them. Therefore, it is necessary to clarify the mechanism journalists, media professionals and activists in Lebanon, are supposed to follow
when exposed to any threat, pressure, arrest, or as a result of their discovery of any corruption or law violation that constitute a crime
punishableby the legal text.
- First, with. regard to any threat, informing the employer whether the editor-in-chief or the owner of the media, as well as the concerned
public prosecutor is a must, also cooperating with the instructions that are provided to him by the security and judicial agencies. It is
necessary to inform the public and the media about the threat, because taking such measures, restrains the perpetrator and makes him
23

monitor and be responsible for any harm that may be inflicted on the victim.

- Second, maintain coordination with the security forces, to ensure protection and reveal the identity of the perpetrator.
- Third and most important step, is to not show fear and weakness towards the threatening person or group, because this will give them
more confidence and success in their plan. Therefore, it is necessary for the perpetrator to notice that his threats did not and will not
work.
- Lebanese Law number 83 issued in 2018, aims to protect, give incentives and guarantees to whistleblowers, based on the provisions
of this law, any whistleblower acquiring information about any corruption that has occurred or is being prepared for, must present it
to the National Anti-Corruption Commission. The Commission receives the whistleblower, and listens to the information he has. It
looks at the documents and papers he holds, and appreciates the seriousness and importance of the information. If the commission is
convinced of the correctness and importance of what the journalist or the media person has made, it begins its investigations duly,
and the information becomes in the commission's custody and disposal.
- In addition to the foregoing, the Commission, through the Public Prosecution
and the Security Forces, provides the necessary protection for the corruption
detector, as well as for his family members and those working with him.
One of the advantages of Law number 83, is that the identity of the
whistleblower is kept anonymous, and is only revealed upon the desire and approval of the whistleblower. Also, one of the benefits
of the law is that it absolves the detective pursuing the act of corruption, from any responsibility and punishment, if he discloses the
act of corruption before it occurs.
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In the event that corruption has occurred, he shall benefit from a mitigating excuse and a reduction in
the penalty only.
In conclusion, the best way for any media person or journalist who discovers any corruption act
during his work, is to go to the National Anti-Corruption Commission, to testify about the evidence
he has, in order to protect himself, his family members and colleagues.
The most important question remains, what if a journalist, media person or political activist was
arrested by the National Security Forces, for a reason related to his profession or activity?
To read the answers on this question, please refer to our previous section, on how to seek help when facing trouble or being detained.

III- Access to Information:
Attorney at Law and former MP Ghassan Moukheiber who held a workshop on” Human Rights Law on Media
and Free Speech”, which was part of the project being conducted in partnership between the MCF-MI, (May
Chidiac Foundation-Media Institute) and the UNESCO-Global media Defence Fund, explained about the
importance of the right to access information in relation to journalists’ and media activists’ work which can be
summarized as follows:
-To support journalists in preparing media reports that include documented information.

-To enable detecting violations and fighting corruption.
-To allow journalists and activists to monitor and evaluate the performance of public administrations.
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The information requested according to Access to Information Law are:
-

Written documents

-

Electronic documents

-

Audio recordings

-

Visual clips and videos

-

Pictures

All data is accessible with the principle of ATI (access to information), but there are some exemptions. One cannot access information related to:

• The personal data of individuals and their mental and physical health.
• State’s foreign affairs of a confidential nature.
•

Secrets of national defense, national security and public security.

• Data that undermines the states’ financial or economic interests or the security of the national currency.
• Secrets protected by the law, such as professional secrets (lawyers, doctors…) or business secrets (companies)
• Preparatory documents and administrative documents which are not completed.
• Opinions issued by the state council unless you were a stakeholder in the framework of judicial review.
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• Proceedings of the investigations before they are read in public, secret trials, or trials related to juveniles and personal status.

• Minutes of private meetings of the parliament or its committees, unless otherwise decided.
• The deliberations of the council of ministers and its decisions, which are given a confidential nature.
• Personal information only available to the concerned person.
The entities obliged to comply with Access to information law:
-Municipalities and their unions.
-Lebanese Parliament.
-Lebanese Presidency.
-Central bank and its affiliated institutions.
-Public institutions and establishments (Electricity of Lebanon, water authority of Beirut and Mount Lebanon)
-Sector regulators (Telecommunications Regulatory authority of Lebanon)
-All courts, bodies and boards of a judicial or arbitral character (Regular and exceptional bodies)
-Ministries and their respective departments and entities under their supervision.
-Government Presidency and affiliated councils, administrations and departments (Council of the South, Higher relief council….)
-Private institutions and companies in charge of managing a public facility (Alfa Company, MTC Company)
-Institutions of public benefit (Caritas, Dar al Aytam…)
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-Independent administrative bodies (National commission for Lebanese Women...)
-Other state administrations’ representatives (Management and operation of the port of Beirut, Ogero...)

How to access information
1. Submit a written request to the officer in charge of providing information.
2. The officer must immediately give a receipt of the request.
3. The agency takes fifteen days to provide the requested document.
4. The agency has the right to take another fifteen days to provide the document or reject the
request, the time limit may be extended only if:
• The request contains a large number of information,
• Providing the requested information necessitates consulting another agency or a third party
5. In case the request is rejected, the applicant has a two-month time limit to appeal the rejection. (In case the request is ignored, the twomonth time limit for appeal starts 30 days after the date of submitting the request).
N.B. Since the National Anti-Corruption Committee is not established yet, appeals may be submitted to the Council of State, and the Council has the right to accept or reject the
appeal because it is not legally competent to hear it.
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Applicants requesting access to information face many challenges since the issuance of the law on February 2, 2017, such as:
·State Agencies and Authorities that did not publish on their websites the documents and statements they are required to, by law.
·Not assigning an officer to the position of receiving and following up on requests.
·No response has been received to a number of written requests addressed to these authorities allegedly, because the anticorruption
national authority has not been established yet or because of the non-issuance of implementation decrees, despite the fact that the law
becomes effective as soon as it is passed and published.
It should be noted, here, that the Ministry of Justice has submitted to the office of the Prime Minister an implementation decree proposal for this law in
September 2017, but the proposal has not been included yet in the Council of Ministers’ agenda.

IV- Investigative Journalism:
Riad Kobeissi, an investigative journalist at “New TV”, (a Lebanese TV Station), held workshops on investigative
journalism, which were part of the project being conducted in partnership between the MCF-MI, (May Chidiac FoundationMedia Institute) and the UNESCO-Global media Defence Fund.

Kobeissi clarified that investigative reports may see the light as enterprise stories, those initiated by the journalists themselves as a result of
observations, contacts or tips, or could be prompted by editors. Once a topic has been decided upon, reporters are well advised to secure
their media organizations’ full support and to work closely with their supervisors to ensure the smooth execution of the operation.
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Quite frequently, investigative journalists operate in teams, since the work involved requires long hours, extensive research, and follow-up.
Journalists “investigating” unilaterally may find themselves overwhelmed by the volume of material they uncover, the lack of resources, the
scarcity of sources, other pressures at work, intimidation, or a combination of these factors.
An equally important factor to the subject matter to be investigated is deciding how much time the reporter and/or news organization can
spend on covering the story and how much will be budgeted for such coverage.
While a topic may seem fascinating to the reporter, how much weight it deserves is ultimately
the editor’s call, but a story’s placement can be negotiated if it merits greater attention.
Budgets are also sticking points in investigative reporting because stories in this journalistic
genre may require major, and often unavailable, funding to be pursued and completed. So,
journalists have to rely on a detailed plan taking all costs into account (travel accommodations,
transport expenses, meals, shooting footage…). While it is difficult to predict how long an
investigative report may take or how much it will cost, good estimates may help avoid having to
keep badgering the editorial board for constant support.
Supervisors must realize and be convinced that reporters assigned investigative reports may have to leave their regular coverage unattended.
So, editors will have to decide whether it is worth the time and effort or whether they wish to find temporary replacements for their
reporters.
In the final analysis, if a story does not live up to its reporter’s investigative expectations, it may still be used as a news item or a feature to
alert readers, listeners, viewers and browsers to the importance of the subject, and may be pursued at some future date as a full-fledged
investigative story.
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Media Ethics and Investigative Reporting
• A journalist should refrain from obtaining information through illegal means. Stealing information from its sources is punishable by
law, especially if it is classified as confidential.
• A distinction must be made between publishing the original documents that were classified as confidential and publishing the
contents of these documents. Publishing the original copy of the confidential document is punishable by law.
• The journalist should stay away from impersonation. Impersonation of an official, such as a policeman or a government employee is
punishable.

• A journalist must refrain from taking photos of any person without obtaining his permission, as well as obtaining his permission to
publish, bearing in mind that a journalist has the right to photograph public figures or public events without showing these figures in
an appearance that degrades their reputation and dignity.
• The journalist must investigate the truth, provided that the law also looks at the amount of effort the journalist makes in good faith in the
pursuit of correct information, he must exercise care and diligence and the duty to scrutinize information, and this matter is one of the
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most important criteria of good faith that the judiciary seeks to memorize during his consideration of any media issue presented to him.

Investigative Journalism; A Process
● Identify story idea
To start, reporters need stories to pursue. To find ideas, reporters may have to rely on sources who may volunteer ideas or
stories based on information available to them. A reporter, who often has a solid reservoir of contacts, must be able to
discern what may be misleading information. Personal observation and effort remain key in investigative journalism.
While technology has made tracking down data easier, it does not replace human contact, seeing for oneself, hearing firsthand accounts and verifying in person. Hard data also tips off journalist to investigate stories. Media reports, specialized publications,
advertising supplements in newspapers, cultural events programs, emails, or highway signs and posters can all be good places to start.
Ultimately, much can be learned by tracking a person through documents he/she leaves behind birth certificates, hospital records, real estate
sales, purchases, marriage and death certificates, and car registrations. The so- called paper trail, now mostly electronic, is also a good place
to start.
● Get Sources of information
When the reporter bases his/her story on direct observation, the story is a first-hand account. But when the reporter is not
on the scene and information is obtained from those who were present, the reporter’s story is a second-hand account.
Third-hand accounts reach the reporter after being filtered a number of times. For instance, a reporter may receive
information about an official meeting from a staff member.
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In investigative reports, it is imperative that reporters ensure the clarity and accuracy of their sources in order to maintain their own
credibility and to keep themselves and their sources secure.
To measure a source’s credibility, a reporter must take into account the source’s track record and to what extent the latter had been accurate
in the past. Other considerations include whether the source can provide names of other witnesses or documents that confirm the
information. Journalists must also discern if their sources were in a position to know the facts, he/she is relaying.
“Whistleblowers” as an integral source
The people who know best what is going on inside any large institution are the people who work there. The information that a government
chooses to release to the public may not be the whole truth, it may not even be the truth at all. This is particularly the case where
wrongdoing or serious mismanagement is taking place.
That is why it is important that the right to freedom of information includes the right “to blow the whistle". Whistleblowers are officials
who, in good faith, release information about wrongdoing in the institution they work for.
Can you think of other considerations a journalist must take into account when measuring a source's credibility?
- Motive: is the source's motive in supplying the material rational?
- Context: Does the information fit the facts you have gathered?
- Believability: Does the source seem stable, consistent and in control?

33

Ground rules for attribution
Before using the information, journalists must agree on the ground rules with the sources. On the record,
statements are those directly quotable and attributable, by name and title, to the person making them. On
background statements are also those that can be quoted but that cannot be attributed by name or
specific title to the person making them, for example, a Foreign Ministry official, a government
spokesman, a public health expert. Meanwhile, a deep background is anything said in the interview that
is usable but not in direct quotation and not for attribution. The reporter may have to rewrite the statement in his/her own words.
Finally, off the record is information given for the reporter’s knowledge and is not supposed to be published, broadcast or made
public in any way. Off the record information is not taken into consideration when it comes to getting official confirmation.
● Verify Information
mati on and attributed it to a source, does not prove
Even if a reporter has obtained the required information
thematerial is true. Attribution just means “It is true the source said this”.
That is why a reporter has to conduct routine verifications to ascertain that name, addresses, telephone
numbers, fax numbers, email addresses, URLs, directory listings, background information taken from clips,
archives, databases and the Internet are accurate. Additionally, questionable data should be double-checked against records as well as with
other sources. Nothing should be assumed or taken for granted.
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V. Security Assessment: Digital Security:
In these times of rising attacks against the media, where journalists have been called “enemies of the people” and have suffered violence
and imprisonment at “unprecedented levels,” the veil between online and real-life threats has become thin, forcing reporters to be more
careful about the way they interact with the public.

Being active online and through social media is a big part of the job of every journalist, not only to promote his/her work, find sources, but
also to listen to the readers and engage with them. However, it can also expose him/her to verbal abuse and threats. Most reporters are now
aware of how to protect themselves and identify the threats that are related to their jobs, who might be spying on them, the importance of
having a secure password, enable two-step verification in their accounts, and use encryption for the most sensitive communications.

In his workshops which were part of the project being conducted in partnership between the MCF-MI, (May Chidiac v
Foundation-Media Institute) and the UNESCO-Global media Defence Fund, about the fundamentals of digital safety for
journalists and risk assessment, Mr. Ali Sibai a Digital Security Consultant & Internet Freedom Researcher explained
the importance of digital knowledge and privacy. Below are some recommendations that every journalist needs to take
into consideration.
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1) Develop a network
Reputations are built through the words of others. And if those others happen to know you and your work,
it can have a multiplying effect. Not only will they promote and legitimize your work, but, if you’re being
threatened or someone is trying to spread false rumors about you, having a developed network can serve as
a shield. Those who know you will defend your character and integrity, reinforcing your credibility. Start
with your own newsroom. Follow your colleagues in social media and get to know editors, producers,
designers and others outside your beat. Join trade organizations, attend conferences and interact with
people whose work you admire. Also, it never hurts to develop contacts within the online security
community. They would be valuable allies in case of an attack.

2) You are in control of your online presence
If you Google your name, do you know exactly what links will show up in the first page of results? For most journalists it will be a mix of
social media and bylines, but if you leave those results to chance (or the randomness of an algorithm) a malicious actor could turn that page
into a collection of links that smear your reputation or criticize your work.
It is recommended to start managing your name and reputation online as soon as you can. Buying a web domain with your name and
establishing a portfolio with your stories in any format (even if they are from college) helps Google’s algorithms connect your name to your
work. If you link to your stories in other sites that reinforces that correlation and makes it more difficult for someone to surface harmful
content.
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3) Build a wall between your real life and your online life
This practice has become a common tactic to intimidate journalists, activists and anyone who draws the ire of hate groups. Finding and
posting someone’s personal information doesn’t require much technical skill. You just have to know where to look. The good news is that
you can take steps to scrub personal details like your physical address, phone number and family relationships from the Internet, making it
harder for someone to find your information. But you shouldn’t stop there. It is suggested that you remove yourself from data brokers and
“people finder” sites, a process that can be time consuming and not always 100 percent successful, but that puts an obstacle in the way of
those looking for your information. Troll Busters has a list of the biggest data brokers here and lists a few (paid) services that would do this
for you. Other steps are more obvious, like checking your social media accounts to make sure none of your photos show the front of your
house, the name of your street or a bill in the background where people can read your address.
4) Be aware of how you interact with others online
Engaging with the audience is a vital and unavoidable part of a journalist’s job, but that doesn’t mean that you have to answer every tweet
or stay silent when a reader makes an inappropriate or threatening comment. Learning to identify the intentions behind a reader’s comments
and knowing when to disengage is a vital skill, particularly for women, who often receive more abuse for how they look and what they say.
Someone can post a comment saying I like the dress you were wearing today, and that can be ok. You just give thanks and move on. The
problem comes when the messages continue and take another tone, for example I want you to wear the same dress today. Some people
think they are entitled to your attention and will get mad if you ignore them, but it’s better to cut it there than to let it escalate. Not all
interactions are as obvious, though. Some may be a pretext to gain access to your information. Once a person becomes of interest to
hackers, targeted phishing attempts may appear in your inbox or messaging client which is tailored to your personality or style of
journalism, e.g., a source who wants to send you a file or an organization wanting to send you to an all-expenses-paid conference with
airfare. These communications may warrant a second look to determine if they are actually a subtle attempt to phish your info.
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Using a password manager is suggested: They ensure that even if a website looks like, for example, the legitimate Google.com, your credentials
won’t be entered unless the site actually is Google.
5) If you’re being harassed, don’t wait. Report it
Ignoring threats only works to a certain extent. If the threats become explicit or you start to fear for your safety, don’t hesitate to alert your
editor and even the authorities. Because every case is different,
You can’t be too cautious about what your online presence reveals about you. The steps you take today might make a difference down the
road: It may seem like paranoia to a journalist just getting their bearings, but when their coverage gets more attention, they’ll be thankful
that they took steps to protect their privacy.

6) Utilize two-factor authentication
This is a first, basic step for data security. By using a two-factor authentication
for your logins, you can block hackers from getting into your account or
accessing your data even if they have your password. He also recommends
setting up a recovery method like a backup two-factor authentication and
saving recovery codes so you don’t get locked out of your account.
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7) Look into encrypting your data, both in transit and at rest.
Encryption is the concept of taking your data and scrambling it using a key. What this means is that even if someone is able to access the
data, it will be unreadable without the key that unscrambles it. To ensure your data is safe, you should look for two things with every
service provider: encryption in transit and encryption at rest. Encryption in transit ensures that the data is encrypted when it leaves your
device going to the cloud service provider and as it travels across the internet. Encryption at rest means that the provider encrypts the data
when they store it for you.
8) Get a virtual private network (VPN).
A VPN allows you to browse the web securely through an intermediary server. All the internet traffic data is directed through the proxy
server, protecting your internet activity from anyone trying to snoop on you, and masking your IP address to preserve your privacy. VPNs
are typically subscription services, and they can be installed on smartphones as well. While VPNs are useful, they shouldn’t be used as a
catch-all for digital security. VPNs are a good tool to mask your IP address, but not necessarily privacy protectors. It is important to do your
research before selecting a VPN. You have to make sure that the provider is not recording and sharing the list of websites you visit.
9) Manage the number of people, and applications, with access to your account.
One thing you really don't want to do is to start sharing accounts, or setting up one account between multiple people, because you just don't
know if that account has been compromised and accessed by someone not authorized to use the account.
Many services ask to link to other applications such as your calendar, email, social networking sites and more. Limit the number of
connected apps to only a small number of those you trust, and be cognizant of the data that you’re sharing with outside services. Review the
apps connected to your services at least once a year and remove any you are no longer using.
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10) Don't openly share document links, especially with sensitive data.
Journalists rely on document sharing with colleagues and editors. It’s important, however, to monitor who has access to the documents and
how much they can see. It is recommended to never openly share a document link if the document contains sensitive data, but instead
inviting only certain contributors. This prevents the document from being shared widely.
11) Don’t reuse passwords across services.
To avoid hackers gaining access to your passwords across sites, avoid reusing the same
passwords over and over again. If an attacker is able to breach a site and is able to
access usernames and passwords, they go to all of the major cloud service providers
immediately, and they try to reuse the usernames and passwords that they already have
by creating unique, difficult passwords of 10 characters or more, you’re adding a level
of security to your password. Using pass-phrases strings of random words are
suggested, and then personalizing them with characters and capitalization. You can even
use song lyrics.
Keeping passwords straight is a challenge, it is recommended not to save them within a browser.
Instead, using a password manager like “1Password”, or in an encrypted file would be safer.
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12) Don’t treat all data the same.
If you’re holding a public webinar or discussing mundane topics at the office, this data likely doesn’t need
top-notch security. In these cases, you can use regular cellular services, video conferencing tools or chat
apps. But make sure you are aware that your connection might not be completely secure. If you’re talking
to a source or working on a story with sensitive information, you’ll want to consider the methods you’re
using. There are also certain data or files that you might want to encrypt yourself when you store them
locally on your laptop.
If someone was accessing your laptop or your hard drive, they wouldn't be able to look at the data that's on there. Full disk encryption
which can be built into your devices is recommended. Just make sure you don't lose your password, otherwise you'll never be able to
retrieve the data.

Conclusion
In this guide a comprehensive study was conducted about the Lebanese Media Law, its challenges and opportunities. Guidelines and tips
were listed on how journalists can stay safe during protests and how to seek help during alleged unlawful detention and their respective
rights to access of information, whistle blowing, investigative journalism and security assessment. The guide also stressed on the right of
journalists to execute their work within a safe environment, without going through harassments, attacks and even being killed, to report the
news without fear and to promote the right of journalists as well as individuals to freedom of expression.
The right to freedom of expression enjoys fairly broad protection in international and human rights laws. Governments have obligations to
protect free speech and media workers from harm related to their line of work.
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To conclude, we refer to some recommendations delivered during the international day to end impunity for crimes against journalists,
organized by the UNESCO, in November 2, 2020:

• Calling for all concerned institutions to take note that most of the murders and other hazardous violations committed against
journalists and human rights defenders by government agencies or extremist militias have been carried out by unknown persons.
• Urging an immediate and serious investigation in order to find practical and effective mechanisms that decisively end cases of
impunity in crimes against journalists in all countries in our region.
• Demanding responsible governments and other relevant agencies to work strenuously in order to hold accountable those who
committed crimes against journalists and that perpetrators of these violations will not remain unidentified. Demanding all concerned
parties to provide proper protection to journalists in all countries so that they can carry out their media work to the fullest extent.
Adopt the recommendations of the UN Plan of Action on the Safety of Journalists and the Issue of Impunity.
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8. Directory
Courts/ Competent Authorities
The criminal court
The Publications Court
The Military Court
The Internal Security Forces agencies
The Internal Security Forces Cybercrimes Bureau
Lawyers
a. Attorney at Law, Said Malek, Constitutional and Legal Expert, Phone: +9613-433 771
b. Attorney at Law, Grace Tamer, Partner at Abou Jaoude and Associates Law Firm. Phone: +9613- 247 800, g.tamer@ajalawfirm.com
c. Former MP and Attorney at Law, Ghassan Moukheiber. Phone: +9613 775 222.

ghassanem@gmail.com

d. Attorney at law, Ralph Tannous, Phone: +96170 010 60 maitreralphtannous@gmail.com
e. Attorney at law, Wael Hammam Phone: +9613 104 017 wael.hammam@gmail.com
f. Attorney at law, Michel Nehme, Phone: +9613 040 289. michelnehme.10452@hotmail.com
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g. Attorney at Law, Antonio Farhat, Phone: +96170 578757 lawfirm@antoniofarhat.com

h. Attorney at law, Maroun Saade, Phone: +9613 518 113
i. Attorney at Law, Nadim Boustany, Phone: +9613 373 344 nadim-boustany@hotmail.com
NGOs
1. Media association for Peace (MAP), Phone: +96181-656 479
info@maplebanon.org
2. Reporters Without Borders (RSF)
3. ALEF- ACT for Human Rights, Phone: +961 05 458 854 alef@alefliban.org
4.

Lebanese Centre for Human Rights (CLDH) - Peace Insight Phone: +961 1 24 00 23, info@cldh-lebanon.org; Phone: +961 1 24 00 23,

info@cldh-lebanon.org; walasmar@cldh-lebanon.org
5. May Chidiac Foundation (MCF), Phone: +9611-256 220/1; +9613-103 043
contact@mcfmi.org
6. Samir Kassir Foundation: SKEYES, Jad Shahrour: +961 3 571 470 jshahrour@skeyesmedia.org
7. The Legal Agenda. Phone; +9611 387 020
Bodies to consult
Press Order of Lebanon, Phone: +961 1 800 350
Beirut Bar Association, Phone: +961 1 423 945
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Tripoli Bar Association, Phone: +961
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You Can find below the workshops online
campaignon our social media Platforms
• Investigative Production Report – Mr. Riad Kobaissi
https://www.youtube.com/watch?v=ouYIH_Vb7Jc&list=PLg_3ZhgxZ_mgO63mQDWr3zVPpNlyW6F9R&index=1
https://fb.watch/9VuGdcshBf/
• Media Law- Me. Grace Tamer
https://www.youtube.com/watch?v=E_MqaWG0zps&list=PLg_3ZhgxZ_mgO63mQDWr3zVPpNlyW6F9R&index=2
https://fb.watch/9VuH-_VVLt/
• Whistle-blowing Concept- Me. Said Malek
https://www.youtube.com/watch?v=_Phv9kgv0Y8&list=PLg_3ZhgxZ_mgO63mQDWr3zVPpNlyW6F9R&index=3
https://fb.watch/9VuLHqLlgD/
• Human Rights Law- MP Ghassan Moukheiber
https://www.youtube.com/watch?v=rQk4lC41prc&list=PLg_3ZhgxZ_mgO63mQDWr3zVPpNlyW6F9R&index=4
https://fb.watch/9VuJXQqMPP/
• Security Assessment- Mr. Roland Abi Najem | Cyber Security expert
https://www.youtube.com/watch?v=IWknSa6Dlb4&list=PLg_3ZhgxZ_mgO63mQDWr3zVPpNlyW6F9R&index=5
https://fb.watch/9VuugpBLt_/
• Arbitrary Detention in Lebanon- Mr. George Ghali Executive Director at ALEF
https://www.youtube.com/watch?v=3DEW2kJPqIU&list=PLg_3ZhgxZ_mgO63mQDWr3zVPpNlyW6F9R&index=6
https://fb.watch/9VuBORtkSL/

•

Protection of Journalists Report:

https://www.youtube.com/watch?v=FgV5N5eq-Xo
https://www.facebook.com/maychidiacfoundation/videos/326619356015423/?extid=CL-UNK-UNK-UNK-AN_GK0T-GK1C

•

Access to Information Report:

https://www.youtube.com/watch?v=T3EADyC_eJU
https://www.facebook.com/maychidiacfoundation/videos/675948350447239/?extid=CL-UNK-UNK-UNK-AN_GK0T-GK1C
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